Code marker

Mark at start
1. If you need to trace all the functions involved in the game.
2. If you want to trace the code from the current moment, or loaded the savestate.
*If end point of marking is known, you can set a stop point.

Mark from
1. If you want to trace the code from the specified moment until completion at the specified point.

Patch
1. If you want to manually change the code execution order.

The marked data:
1_call_marked.bin — marked functions calls.
1 _code_marked.bin — marked code and used variables.

Marked data is stored in a folder “dump”.
dump\1_call_marked.bin
dump\1_code_marked.bin

Marks codes:
Call:
"2" - function.

Code:

"1" - the read byte.

"2" - the written byte.

"3" - the read and written byte.
"7" - the executed instruction.

Console messages of the marker:
Mark at start:
Code Marker: marking start.
Code Marker: marking stoped.
Code Marker: marking restarted — the markup continues, after any manipulation.

Mark from:

Code Marker: marking enabled — the markup will start from the specified point.(PC = start)
Code Marker: marking disabled .

Code Marker: marking reset — the markup start point is reset.

* Enable the debug console:
Configuration->CPU->Enable Console Output

Analysis:
By comparing the dumps, looking for used functions\variables.
Then, using the debugger and IDA (The Interactive Disassembler), we look for a concrete function\variable.



Example:

Game: Tomb Rider Il Adventures of Lara Croft.
Game ID: SLUS-00691
Target: to find the door opening code with the lever in the first level.

o e

1. Through the window of the marker, load the savestate near the lever. (Load button)




2. Turn on the markup. (Mark at start)

¥ Code Marker

Action Mark config
O.Ellsable ma.rllf PC = start
) Mark from 0] PC=end
Game
[ Feset ] [ Continue ]
bark data Save states

Load marks g 1 Load g 1

Clear Patch
% of = n
[$clr] [ Patch ] [=c:|r]
Options
[] #uto load marked data []Pausze it marking started
[J&wuta save marked data [ Pause it marking finished

3. Click the Continue button.
4. Press X button.
5. Approach the lever closely.(R1 + UP)




6. Save the marked data at number 1.(Save marks)

¥ Code Marker

Action Mark config
) Dizable mark PC = start
(%) Mark. at start
) Mark from 0] PC=end
Game
[ Feset ] [ Continue ]
bark data Save states

- -
ISave marks] [ Open dump]

Clear Patch
Cals | [ Code | $ 0 = 0
[$clr] [ Patch ] [=c:|r]
Options
[] #uto load marked data []Pausze it marking started
[J&wuta save marked data [ Pause it marking finished

7. Pull the lever, wait until the door opens.

8. Save the marked data at number 2.(Save marks)



9. By comparing the marks, we get a list of the functions used to open the door.

[&3 Fairdell HexCmp2

File Edit Search Wiew Actions Options Help

A2 EVAROTRIR I T - B B o =~ v
| Filesize | % x|
-HEX 0200000 OFFSET | 00 01 02 03 04 05 06 07 08 09 D& OFE OC 0D OE OF
-DECIMAL | 2097152
‘Offset . | | 00016000 | 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00
e bl G004 00016010 | 00 00 00 00 OO 00 00 00 0O 00 00 00 00 00 00 00
L 0 00016020 | 00 00 OO0 00 OO 00 00 00 0O 00 00 00 00 00 00 00
Value . 00016030 | 00 00 OO0 00 OO 00 00 00 0O 00 00 00 00 00 00 00

00016040 | 00 00 OO0 00 OO 00 00 00 0O 00 00 00 00 00 00 00

B S 00O016050 | 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00

- Bit-Set 00000000 00016060 | 00 00 00 00 00 00 Q0 00 00 00 00 Q0 00 00 00 00 | o,
- Byte [HEX] 00 AAA1CEATA | AR AA AA AA AA AA AA AA AN AN A0 A0 A0 AN AN an
-Byte [DEC) |00 ]l »
| File size | Q| Second File

-HEX 0::200000 OFFSET | 00 01 02 03 04 05 06 07 08 09 D& OFE OC 0D OE OF A
-DECIMAL | 2097152
‘Offset | | 00016000 | 00 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00
~HE T BI04 00016010 | 00 00 00 00 OO 00 00 00 0O 00 00 00 00 00 00 00
DECIWAL 13011k 00016020 | 00 00 OO0 00 OO 00 00 00 0O 00 00 00 00 00 00 00
Vaboe ] 0 00016030 00 00 00 00 OO 00 00 00 OO0 00 00 00 00 00 00 00
e 00016040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

. 00016050 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
'EEE?LEX] 35200'3'31” 00016060 00 00 00 OO0 00 00 00 00 OO0 OO0 OO0 OO0 OO0 00 00 00 o
“Bpe[DEC] |2 Rl E: »
Shift HEX : 0x0 DEC: 0

On the screenshot, we see the mark "2" at $16004, which means that the function associated with opening the door
begins here.

10. To find out who calls this function, use the debugger.

PC CODE DISASH
00015FF4 00000000: NOP | oo o1 oz o5 0405
00015FF8 57803346: SH  r0, 3346 {gp) oooooooo O3 00 00 0D S0 Oc

00015FFc 03=00008: IR

ra 00000010 OO0 00 00 00 00 OO0
00000020 00 00 00 00 00 0o
00000030 00 00 00 00 00 00

ap)
00016008 2403FFF7: aDDIU w1, v, FFF7

0001600c 00431024 AND w0, v0, vi oooo0040 00 00 00 00 D0 0d
NO016010 aF823375: SW w0, 3378 (op) 0000000 00 00 00 00 00 00
00016014 BcaZ00&4: LW w0, 0084 (al) 00000050 0z 00 00 00 00 00
00016018 2403FFdF: ADDIL 1, v, FFDF 00000070 00 00 00 00 00 00
0001601c 00431024 AND  +0, vil, v1 OOOOO0E0 00 00 da 3c 80 Oc
00016020 2403fFef: ADDIL v1, r0, FFEF 00000090 00 00 00 00 00 a0
00016024 00431024 AND v0, w0, vl O000D0A0 00 00 08 3c o4 05
00016028 aca20034: SW w0, 0084 (al) OOO00OE0 00 00 08 3c ed 05
0001602c 240235e0: ADDIU w0, r0, S5E0 Qooooocn 00 00 08 3¢ 00 08
OO01EOG0 a7823680: SH 0, 368C (gp) QOIO0DDO 00 00 00 00 OO0 OO
00016034 2402ee3a: ADDIL v, v, EE3A QOODODED OO OO 00 oo oo oo

00016038 a7823600; SH  vi, 3690 (gp)
0001603C 24020400; ADDIU 0, r0, 0400
00016040 afE23654: SW 0, 3684 (gp)

ooooooFo 00 00 00 00 00 0o
oooooioo 04 e0 00 a0 20 00

00016044 24020006 ADCIU v0, r0, 0006 00000110 F4 el 00 a0 OO 03
N0016045 a762365a: SH w0, 3694 (gp) oooooizo ze e 00 a0 O 01
0001604c 03e00008: IR ra 00000130 00 00 00 00 00 0o
00016050 00000000; NOP oooool40 43 &85 00 00 co 02
00016054 8F823378: LW w0, 3378 (gp) 00000150 &0 Be OO OO 20 O3
00016058 2403FFF7: ADDIL v1, r0, FFF7 00000160 00 00 00 00 00 00
0001605 00431024: AMD  v0, w0, v1 00000170 00 00 00 o0 00 o0

00016060 afG23378: W w0, 3378 (ap)
00016064 Sca20084: LW w0, 0034 (al)

D00L606S 2403fFdF: ADDIU +1, r0, FFDF 5et Breakpoints

0001606c 00431024: WD +0, +0, v1 Memivrite § Set | Clear
00016070 2403FFef: ADDIU v1, rD, FFEF

00016074 00431024: AND v, v, vl MemRead § Set | Clear
00016078 aca?00G4: 5w vO, 0054 (al) [t

0001607¢ 24023820; ADDIU +0, r0, 38E0 e LE0 EM
00016080 a7823680: SH v, 368C (gp) Req|nul - Set | Clear

PC 17234 DEC 2 Hex [

T o] T

Set the breakpoint PC = 16004, pull the lever, and get the function call code $122a4.



To find out whether the function f->16004 has a direct relation to opening the door, we need to disable its call:
P CODE DIS&SM

00012294 3c010009: LUT  at, 0009
00012296 00220821 ADDU  at, ak, vO I
0001229¢c Bc2Zceac: LW w0, CEAC {at) o
00012240 00000000; NOP p
[ [u]u] a0 LF. ra
00012248 02202821: DDLU al, si, r0 0t
000122ac 96030050: LHU w1, D050 {0 ot
00012250 00000000; HOP o
000122h4 246400b6: ADDIU a0, 1, D0BS o
000122b& 3052FFFF AMDL w0, al, FFFF i
000122he Zed2016d: SLTIU wi, i, 0160 it
00012200 10400003: BEC; w0, i, 00012200 il
00012204 00031400: SLL w0, +1, 10 il
00012208 080048bb: 1 000122EC o
0001220c 86000050 SH v, 0050 (507 o
00012240 00021405: SRA w0, w0, 10 i
000122d4 2642FF4a; SLTT v, vi, FF4A o
000122dG 10400003 BEG w0, r0, DO0122E8 p
000122dc 2462FF4a: ADDIU w0, w1, FF44 o
00012260 080048bb: 1 000122EC
00012284 a6040050; SH &0, 0050 (s0) 0t
0001226 a6020050: SH w0, 0050 (07 0
0001Z2ec 978333d8: LHU w1, 3308 {gp) 0t
0001 22F0 00000000; MOP ot
000122f4 2464016c: ADDIU a0, v1, 0160 i
000122f5 3082FFF: ANDI w0, a0, FFFF 0
000122Fc 2e4202d49: SLTIU w0, v, 0209 o
00012300 10400004 BEG w0, r0, 00012514
00012304 00031400: SLL w0, v1, 10 _]
00012306 578033d8: SH r0, 3306 (gp)
0001230 080048ed: 1 00012334 I
00012310 00000000; NOP
00012314 00021405: SRA w0, w0, 10 fr
00012316 2842Fed4: SLTT w0, v, FE94 i
0001231c 10400004: BEG w0, rl, 00012330
00012320 2462fe94: ADDIU 0, v1, FES4 R
PC
Req Patch Mem Patch

tart address Req - Address | 12234

PU levels 3

PU conkrol 8 ; :YEE o

PU on O-16 Yies

o Tz Reg. Patch ||| (@ 4 Bykes Patch

Load the savestate near the lever.

In the Address field, enter: 122a4.

In the Bytes field, enter: 0.

Set the switch to: 4 Bytes.

Click the Patch button.

Again, pulling the lever, the door still opens, but at the same time Lara stopped walking. And this is not what we need,
so we move on to the next mark, and repeat the analysis anew.



11. We turn off each function one by one and check if the door opens. If the door did not open, then we found the
function we needed. Next, we'll explore it through IDA.

TEAT ZHEMILYLLG
TEXT:8881C9DC loc_1C9DC:

* TEXT:8881C9ED addu $vl, $s2
* TEXT:88B1C9ES 1w $u1, Bx3uA4($gp)
* TEXT:8881C9ES 511 jve, 3
* TEXT:@80881C9EC 1i $a3, &
* TEXT:8881C9F 0 beq $sh4, $a3, loc_1CAoy
* TEXT:88B1C9F4 addu $s8, $u1, $uB
* TEXT:8881C9F8 1i jvl, 9
* TEXT:8881C9FC bne $s4, $vl, loc_1CA18
* TEXT:@001CABO nop
TEXT:0001CABY
TEXT:8801CARS loc_1CABY: # CODE XREF: sub_1C5BC+434Tj
* TEXT:8881CABY lhu $vl, 0x28($s8)
* TEXT:8881CA 0S8 nop
* TEXT:@8881CABC andi $uB, 0x80
* TEXT:@@881CA10 bnez $uB, loc_1D064
* TEXT:8881CA 14 andi $uB, $s6, Bx8000
TEXT:0001CA18
TEXT:00081CA18 loc_1CA18: # CODE XREF: sub_1CSBC+4401j
* TEXT:@80881CA18 1i $a3, 2
* TEXT:8861CA1C bne $su, $a3, loc_1CA30
* TEXT:8881CAZ0 nop
* TEXT:8881CAZY lhu $vl, 0x28($s8)
* TEXT:8881CA28 j loc_1CASH
* TEXT:@80881CAZC andi $u@, 0xio

TEXT 2 BBBTEABE  f —— ==~ m o o
TEXT: 0801CA3H
TEXT:0861CA38 loc_1CA30: # CODE XREF: sub_1C5BC+460Tj

Recommendations:
For productive code analysis, the marker needs to be used together with debugger “debugger Ver2”.

Link: http://www.romhacking.net/utilities/267/

* You can copy the executable file "pcsx.exe" to the marker folder.



