
Code marker

Mark at start
1. If you need to trace all the functions involved in the game.
2. If you want to trace the code from the current moment, or loaded the savestate.
* If end point of marking is known, you can set a stop point.

Mark from
1. If you want to trace the code from the specified moment until completion at the specified point.

Patch
1. If you want to manually change the code execution order.

The marked data:
1_call_marked.bin – marked functions calls.
1_code_marked.bin – marked code and used variables.

Marked data is stored in a folder “dump”.
dump\1_call_marked.bin
dump\1_code_marked.bin

Marks codes:
Call:
"2" - function.

Code:
"1" - the read byte.
"2" - the written byte.
"3" - the read and written byte.
"7" - the executed instruction.

Console messages of the marker:
Mark at start:
Code Marker: marking start.
Code Marker: marking stoped.
Code Marker: marking restarted – the markup continues, after any manipulation.

Mark from:
Code Marker: marking enabled – the markup will start from the specified point.(PC = start)
Code Marker: marking disabled .
Code Marker: marking reset – the markup start point is reset.

* Enable the debug console:
Configuration->CPU->Enable Console Output

Analysis:
By comparing the dumps, looking for used functions\variables.
Then, using the debugger and IDA (The Interactive Disassembler), we look for a concrete function\variable.



Example:
Game: Tomb Rider III Adventures of Lara Croft.
Game ID: SLUS-00691
Target: to find the door opening code with the lever in the first level.

1. Through the window of the marker, load the savestate near the lever. (Load button)



2. Turn on the markup. (Mark at start)

3. Click the Continue button.
4. Press X button.
5. Approach the lever closely.(R1 + UP)



6. Save the marked data at number 1.(Save marks)

7. Pull the lever, wait until the door opens.

8. Save the marked data at number 2.(Save marks)



9. By comparing the marks, we get a list of the functions used to open the door.

On the screenshot, we see the mark "2" at $16004, which means that the function associated with opening the door
begins here.

10. To find out who calls this function, use the debugger.

Set the breakpoint PC = 16004, pull the lever, and get the function call code $122a4.



To find out whether the function f->16004 has a direct relation to opening the door, we need to disable its call:

Load the savestate near the lever.

In the Address field, enter: 122a4.
In the Bytes field, enter: 0.
Set the switch to: 4 Bytes.
Click the Patch button.
Again, pulling the lever, the door still opens, but at the same time Lara stopped walking. And this is not what we need,
so we move on to the next mark, and repeat the analysis anew.



11. We turn off each function one by one and check if the door opens. If the door did not open, then we found the
function we needed. Next, we'll explore it through IDA.

Recommendations:
For productive code analysis, the marker needs to be used together with debugger “debugger Ver2”.

Link: http://www.romhacking.net/utilities/267/

* You can copy the executable file "pcsx.exe" to the marker folder.


